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e Formalizing security protocols in Lean was one of my PhD thesis subjects. Our goal was
to develop a logical system that: (1) has good theoretical logical properties (2) defines
protocol execution by operational semantics (3) allows us to reason about agents’
knowledge and beliefs.

@ In order to benefit from the advantages of a general theory, we chose the many-sorted
modal hybrid logic, previously used for defining a programming language and its
operational semantics.

@ In our examples we identified a common pattern: the nominals are used to define the
universe of our problem, and the actual modal formulas are used to reason about the
system’s properties. The idea of adding structure on nominals such that we can represent
our universe as a term algebra was natural in this context.
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Motivation: from hybrid logic to nominal terms

Hybrid logic extends modal logic by adding nominals, i.e. atomic formulas that are true at
exactly one world.

In standard hybrid logic, if r is a nominal and ¢ is a formula, then

©,¢

means that ¢ is true at the world named by r.
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Motivation: from hybrid logic to nominal terms

Hybrid logic extends modal logic by adding nominals, i.e. atomic formulas that are true at
exactly one world.

In standard hybrid logic, if r is a nominal and ¢ is a formula, then
©,¢

means that ¢ is true at the world named by r.

Question. What if the set of worlds has an algebraic structures?
The worlds are named not only by atomic nominals, but also by terms.
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Motivation: from hybrid logic to nominal terms

Main ideas.
@ worlds/states should admit algebraic structure;

@ nominals should be generalized to nominal terms.
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Main contributions

The paper has three main layers.

(1) Logical layer. We define a many-sorted hybrid modal logic

Hxs(0O)

based on a modal signature (S, %) and an algebraic signature (S, ).
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Main contributions

The paper has three main layers.

(1) Logical layer. We define a many-sorted hybrid modal logic
Hyz(©)

based on a modal signature (S, %) and an algebraic signature (S, ).
(2) Algebraic layer. We prove:

@ completeness with respect to suitable classes of X%-frames;

@ algebraic completeness with respect to suitable X%-structures.

(3) Application layer. We instantiate the framework as an epistemic logic with actions for
specifying and analysing security protocols.

Implementation aspect. The protocol logic is implemented in Lean 4, and a concrete model
can be generated automatically from a protocol description.
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System Hyz(@) : overview

@ Syntax is richer than in ordinary hybrid logic because terms themselves are formulas.
@ Frame semantics uses singleton interpretation for terms.

@ Algebraic semantics is defines by pairs "term algebra 4+ Boolean algebra with operators"
connected by an injective map.
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Many-sorted modal algebraic signature

A many-sorted modal algebraic signature is a triple
(5,%.%)
where:
@ S is a nonempty set of sorts;

e (S,%) is a many-sorted modal signature;
e (5,%) is an algebraic S-sorted signature.

We also fix disjoint countable S-sorted sets

PROP = {PROPs}scs, ~ NOM = {NOM,}scs.

Intuition.
@ elements of PROP are the ordinary propositional variables;
@ elements of NOM are the primitive nominals;
@ operations in ¥ build nominal terms, by increasingly complex names for states;
@ operations in ¥ are the modal operators.
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Syntax: terms and formulas

For every sort s € S, the syntax is:
ts ni=r | f(ts,...,ts,)

ps = p | ts | 2ps | s = s | 0(psy, -0 0s,) | OF, s

where
r € NOMg;, pePROP;, feT, .55 O0EYg.qs

@ Terms are built inductively exactly as in an ordinary many-sorted term algebra.

@ A term t is also admitted as a formula of sort s. This is essential because terms behave
semantically like nominals: they are always evaluated in singleton sets.

For a modal operator 0 € ¥g,..s, s, its dual is defined by

(@1, 0n) =0 (1, ..., Q).
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Sets of terms and formulas

For every sort s € S, denote:
FORM; = {all formulas of sort s}, TERM; = {all terms of sort s}.
Hence we obtain two S-sorted families:

FORM = {FORM }scs,  TERM = {TERM,}cs.

Moreover, the term signature naturally induces the many-sorted term algebra generated by

nominals:
(T=(NOM), {F{ }fex)

where, for each operation symbol f € T .5, s,

FfT(Tl, cesTn) = F(11, ..., Th).
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Frame semantics

A X%-frame is a tuple
F = (W {Rs}oes, {Fr}res)

where:

o (W,{R,;},ex) is a many-sorted modal frame;

o (W, {Ff}rex) is a many-sorted algebra.
A XT-model is a pair

M= (F,V)

where V : PROP U TERM — P(W) is an S-sorted valuation satisfying:

(v1) V4(t) is a singleton for every t € TERMg;
(v2)  Vu(f(t1,...,tn)) = {Fr(Vs(t1),..., Vs, (tn))}-

So, semantically, terms continue to behave like nominals, but now they do so via algebraic
evaluation.
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Satisfaction relation

For a model M = (F, V), the satisfaction relation is defined by:

M,wEp < we Vi(p), p € PROPq,
MowEt <= Vi(t) = {w}, t € TERM;,
Mw E—p <= M,wlE p,
MwEp—1p <= (M,wE pimplies M, w £ 1)),
M,ow Eo(pr1,...,0n) <= El(wl,...,w,,)(ngwl...W,,/\/\./\/l,W; |§g0,-),
i=1
M,wE @y «— M,u )s:lgowhere Ve (t) = {u}.

The formula @3¢ is evaluated at a world of sort s, but it asserts that ¢ holds at the world
named by t in sort s’. @ is a mechanism that transports local truth to a chosen named state.
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Pure formulas and named models

A formula is pure if it contains no propositional variables.

A model
M = (W’ {RO'}UGZ’ {Ff}f‘ET’ V)

is named if, for every sort s € S and every world w € W, there exists a term t € TERM; such
that

Vs(t) = {w}.
Pure formulas proposition. If M = (F, V) is named and ¢ is pure of sort s, then
FEe < MEY

for every pure instance v of ¢ obtained by uniformly replacing nominals with nominal terms of
the same sort.
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Deductive system Hy<(@) |

Propositional basis. Every propositional tautology in sort s is an axiom of sort s.

Modal axioms.

(KO') UD('” y Pi—1, P — 1/)7901'-{-17-”)
— (UD(-~780/'—1,<P,<P:'+1,--~) — UD(---,wi—1,¢,¢i+1,--~))a

(Dualy) o(p1,- -, pn) < =0 (=1, ..., =0n).
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Deductive system Hy<(Q) Il

Hybrid axioms.

(K@) @i (p = ¢) — (Czp — C2),
(Agree) 0305 o <> O,
(SDual) @3 <> =03,
(Intro) t — (¢ <> @),

(Back) o(...,i-1,07%, pit1,...)s = O,
(Ref) @3t.
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Deductive system Hy<(@) Il

Rules.
. P F-(p — ¥)
(MP) : = ,
(UG) : i

}iau(wlv"'ﬂOv'-wwn)?
(Subst) :  uniform substitution of formulas for propositional variables and terms for nominals,

S @S
(Bcasts) : t st/go,
A
I
(Gen@) : ERC
S @St/
(TRepl) : I

F@is“(v..,t,...)f(- Co )
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Unorthodox rules and their role

Name@ rule .
|7©rgo
-

where r is a nominal not occurring in .

Paste rule
(@30 (...,ry. .. ) A @S — )
(@50 (. pynn) = )

where r is a fresh nominal.
Interpretation.

@ NameQ@ says that if a formula holds at a fresh named point, we may discharge the name.

@ Paste is the usual hybrid mechanism allowing us to decompose modal accessibility
through a freshly named witness.
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Basic derived facts

Among the useful derived formulas are:
(Nom) @3¢’ — (@3 ¢ ©ip),
(Sym) @it' — @5t
(Bridge) o(...,pi-1,t, pit1,...) N @y
= (e Pin1, P, Pit1, - - - )-
If t1, tp are terms of the same sort, one may define an equational notation by
t1 é th = ©§1t2‘

Then the usual equational rules become available on the term side:
o reflexivity from (Ref),

symmetry from (Sym),

transitivity from (Nom),

replacement from ( TRepl),

substitution from (Subst).
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Named and pasted sets. Henkin model

A consistent set [ C FORMj is called named if one of its elements is a nominal term, and
pasted if every formula of the form

Qo(...,p,...)

can be accompanied by a fresh nominal witness r with
©o(...,r,...) el and Qpel.
Extended Lindenbaum lemma. Every A-consistent set can be extended to a named, pasted,
maximal A-consistent set after adding countably many nominals.
From such a set I', the Henkin model is built as follows:
WY = {|t|: t e TERMgy}  where  |t| = {t' € TERMy : @it' € T}.
Relations and operations are defined canonically by membership in I
(It [ta], ..., |ta]) € RY = @So(ty,...,t,) €T,
FE(ta], .o tal) o= | (t, .o )]
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Truth lemma and completeness

Truth lemma. For every sort s’ € S, every term t € TERMy and every formula ¢ € FORMy/,

M, |t] )S:/go = Qperl.
Moreover, if tg € N TERM, then
Ml—a |t0| )é r.
Main logical completeness theorem.

Q@ Hy<(Q) is sound and complete with respect to the class of all X%-frames.

@ If Ais an S-sorted set of pure formulas and s € S, then any A-consistent set ' C FORM;
has a countable named model based on a X %-frame validating all formulas from A.
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Why an algebraic semantics?

The logical semantics is given by frames and models. The next step is to identify the
appropriate algebraic structures corresponding to the logic.

For ordinary modal logic, the classical algebraic semantics is given by Boolean algebras with
operators (BAO's).

For hybrid logic, one typically enriches BAO's with designated atoms or additional operators.
In the present setting, however, we need something richer because:

@ terms are not only atomic names, but elements of a many-sorted algebra;
e formulas still live on the Boolean/modal side;

@ the satisfaction operator must connect the term side to the formula side.
Therefore the right algebraic object is not just a single algebra, but a tuple combining:

a term algebra + a Boolean algebra with operators + an interaction map Q.
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Definition of a X%-structure

A X %-structure is a tuple
AB = (Aa B7 fv {@5,5 }5,5’65)

such that:
o A= (A {f1}¢) is a T-algebra;
o B=(B,V,—, Lg,{mBl,c5) is a T-BAO;
o f: A— Bis an injective S-sorted map satisfying:
fu(a) # L5, fo(a) A fy(d') = LB whenever a # 4';

o for every s,s' € S, there is a map

@ : Ay x By — Bs.

Thus A stores the algebra of terms, B stores the algebra of formulas.

22/42



Algebraic axioms for ©

Writing @3 b instead of @575/(3, b) when a € Ay and b € By, the following axioms are imposed:

(K@) @3 (—by V by) < ~@by V @by,
(Agree )@55©55b<©55b
(Ref) @° f.(a) =
(SDual) ~@Sh = @sﬁb
(Intro <) fs(a) A b < @3°b,
(Gen@) @5 TE = T5B,
(Back) my (..., bi—1,@3% b, bjs1,...) < @%b,
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Some useful derived algebraic laws

From the basic axioms one derives:

@ (b1 V bp) = @3(b1) v ©5(b2),
@3 (b1 A bp) = @3(b1) A ©5(b2),
b < 0373, b,
f(a) A @%b < b,
031 (a') = @5 fu(a),
@b=TE — fu(a) <b,
@b=15 — fi.(a)<-b
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Permeated structures

A X T-structure AB is permeated if the following hold:

(p1) Vb e B\{LEB} Ja e A such that f,(a) < b,
(p2) for any a € As, b € B, if f(a) < 0’(. coybi—1,b,bjt1,. .. ),
then 3a’ € Ay such that f(a') < b and f(a) < o(..., bi—1,f(3"), bit1,--.).
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Canonical examples of X T-structures

(el) Full complex algebra of a frame. If

F = (AA{Rs}oex, {Fr}fes)
is a X%-frame, then one obtains a structure
AFa = (A Fi,f,0)
by taking the full complex algebra of the relational reduct and defining

As, a€e X,

ha)={a).  @3FX= {@, X

This example is permeated.
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Canonical examples of X T-structures

(e2) Lindembaum-Tarski algebra. We consider the logic
Lyz(0Q) = Hy<(©) \ {(Name@), (Paste)}.

For any ¢,¢ € FORMj;, we define: ¢ =5 ¢ iff 5 ¢ < 9.
Let [¢] be the equivalence class of ¢, for any ¢ € FORM;.

For any t € TERM,, we define: #:= {# € TERM, |5, t X ¢'}.

We construct AT := {t | t € TERM}, LT :={[¢] | » € FORM}
Then:

o AT is a T-algebra,
e LT is a X-BAO.
We define: fs(2) :=[t], @ *[¢] := [€} ¢]

Hence ALT = (AT, LT,§,{@% };vcs) is a ZZ-structure.
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Canonical examples of X T-structures

(e3) Herbrand algebra. Let (S,%, %) be a modal algebraic signature and let NOM be the
set of nominals.

Then:
(T=(NOM), {F{ }res)

is the T-term algebra generated by NOM.

A YX%-Herbrand algebra is defined as the full complex algebra of the frame:

(T‘I(NOM)a {R] }ses, {FfT}fe‘I> ,

where:
o {RT},cx is a concrete family of relations on terms,

o {F/ }rex are the algebraic operations on terms.
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Assignments, evaluation and satisfaction

An assignment in a XT-structure is a pair
(h, V)
where
h:NOM — A, V :PROP — B.

The map h extends uniquely to terms, and the map V extends uniquely to formulas, with

V(@il‘P) = @Z’(St) V(p).

For terms t;, t, € TERMg, one has
he(t1) = hs(t2) <= Vi(Q5t) = T2,
So the hybrid formula @ t> really behaves as an equality formula.
The satisfaction relation is then defined by:
ABE i 2ty «= hy(t1) = hs(t2),
ABE ¢ = Vi(p)=TZ.
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Algebraic soundness and completeness

Let
Ly=(Q@) = Hy<(@) \ {(Name@), (Paste)}.

Then the main algebraic results are:

Soundness.
o Ly<(@) is sound with respect to all X%-structures;
@ Hyz(@) is sound with respect to all permeated ¥ T-structures.

Completeness.
Q Lyz(©) is sound and complete with respect to the class of all XZ-structures.

@ For every set A of pure formulas, Hy<(@) + A is sound and complete with respect to the
class of permeated ¥ %-structures validating A.
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Application to security protocols

The final section specializes the general framework to protocol analysis.

This is a natural fit because protocol analysis needs, at the same time:
o state structure: what each agent explicitly knows at each stage;
@ actions: send / receive;

@ epistemic operators: belief and knowledge.
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Sorts for protocol analysis

The protocol logic uses four sorts:
S = {msg, act, st, prot}.

Message terms:

KEmsg i= M | (NmSg,NmSg) | {Umsg}k
where m ranges over atomic messages and k over cryptographic keys.
Action terms:

Qact 1= 0a¢t | Se”da,b Hmsg | recvy hmsg ’ Qgcty Xact -
State nominal terms:
Vstnom =ad /’Lmsg | (a < Hmsgu fYStnom)'

Protocol formulas:

Oprot =P | @ | o = @ | Bap | (vst) | [tact] | Xaltmsg-
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Explicit knowledge, belief, and knowledge

Xom: agent a explicitly knows the message m.

This is distinct from implicit logical consequence and is used to avoid logical omniscience.

Belief is represented by modal operators B,, satisfying the KD45 axioms:

(KB) Ba(‘ﬂ — @ZJ) — (Ba@ - Baw)a
(D) Bap — =B,
(4) Bap — BiBap,
(5) —Bap = Ba=Bagp.

Knowledge is then defined by truth plus belief:

Kap := Bap A .
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Explicit knowledge, belief, and knowledge

The system also includes explicit knowledge principles such as:

Xa(mla m2) e Xaml A Xam27
Xa{m}pk(b) A Xaskp — Xam,
Xa{m}sip) N Xapkp — Xam.

These capture tuple decomposition and cryptographic deduction.
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Dynamic and state axioms

The protocol logic contains dynamic laws for actions and state evolution.

Sequential composition:
[a; T > [a][a]p.

State evolution via send/receive:
(H1) (a<am,~) — [send, ,m](a<m, ),
(H2) () — [recvam]{a<m,~).
If an adversary e is explicitly tracked, these become:
(H) (a<m,~) — [send, pm](e <m,a<m,~),

(H3) (e<am,~) — [recvam](a<m,e<m,7).

We have a Dolev-Yao style reasoning: the adversary can intercept, store, and resend messages,
but cannot decrypt without the appropriate keys.
35/42



Example: the OSS protocol

The paper first illustrates the framework on the very simple protocol:
i —r: {i, n}pk(,).
Two protocol-specific axioms encode its epistemic effect:

(oss1) (a<am,v) — [send, p{a, m} pi(b): @] BaXpm,
(0ss2) () — [recvp{a, m} p(py; ] By Xam.

From these axioms one derives the epistemic outcome:
(i <n, i <9 {i, n}pi(rys Y0) — [send;  {i, n}pi(rys recve{ i, n}pr(nl(KiXen A Ky Xin).

So, after the send/receive sequence, the initiator knows that the responder explicitly knows the
nonce, and the responder knows that the initiator explicitly knows it as well.
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Automatically generated model

The implementation aspect of the paper is particularly nice.

A protocol specification has the form

Protocol = (Ag, Keys, Actions)
where

e Ag ={ai1,...,an} is the set of agents,
@ Keys is the finite set of keys,
e Actions = [a,...,an] is a sequence of send-actions.

A state at time t is
w® = (XD, X50)
where X,-St) is the set of messages explicitly known by a at time t.
Initial knowledge is defined from public/private/shared keys, and then the state sequence
w©@ W@y (m)

is generated algorithmically by processing the actions one by one. e



Accessibility relations in the generated model

For each action i = send(st, rt, m¢), the dynamic relation contains

(w® wtty e R, .

For beliefs, the relation of agent a is defined by the first time t, at which the agent becomes
active:
t, ;= min{t : a appears in a;}.

Then . '
RE = {(w, w) 1 i > t,, i < j}U{(wl™, wlm)}.

This guarantees the KD45 shape of the accessibility relation:
o seriality,
@ transitivity,
o Euclidean property.

So the logical axioms are matched by a concrete model construction that can be generated

from the execution trace itself.
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Automatically Generated Model

RE
---------------------------------------- B
................. o R

TV AL
wo . .
send(i, r, {i, n; w
X = {sk(i), pk(i), ( ’ ’{ ’ I}pk(r)) ( X_tl) _ x©
PO e } XD = xO U {4, s}
X = {sk(r), pk(r), pk()}

.. B
Rr

Figure: Automatically generated model for OSS
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Why the framework is interesting conceptually

1. Hybrid logic becomes more structural. Nominals are replaced by nominal terms, so
states are no longer merely named-they are algebraically generated.
2. The semantics two-sided.

@ a frame semantics with operations on worlds,

@ an algebraic semantics with a term algebra and a BAO tied together by @.

3. Real-world applications. Security protocols naturally require explicit states, actions,
epistemic operators, and symbolic terms for messages.

4. The framework is implementable. The Lean 4 formalization and the automatic model
extraction show that the theory is suitable not only for abstract metatheory, but also for
mechanized reasoning.
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Conclusion and possible talking points for discussion

Conclusion. The paper extends many-sorted hybrid logic by equipping nominals with algebraic
structure. This yields:

@ a new logic Hyz(@) with terms as formulas,
@ completeness with respect to X T-frames,
@ algebraic completeness with respect to suitable X T-structures,

@ a concrete epistemic/action logic for security protocols.

Future work.
@ richer protocol theories,
@ more general operational semantics encoded in the same style,

o further Lean formalization for the generic many-sorted hybrid setting.
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Thank you for your attention!
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